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Excerpt: . .. Our analysis of IG, agency, and GAO reports has shown that agencies have not always effectively
implemented controls to allow only authorized individuals to read, alter, or delete data. Twenty-three of 24
major agencies had access control weaknesses. We identified weaknesses in controls such as user accounts,
passwords, and access rights. For example, users created passwords that were common words. Using such
words as passwords increases the possibility that an attacker could guess the password and gain access to the
account. Also, agencies did not always deactivate unused accounts to prevent them from being exploited by
malicious users. In addition, agencies have weaknesses in the controls that prevent unauthorized access to their
networks. For example, at one agency, we found an excessive number of connections to the Internet. Each such
connection could provide a path for an attacker into the agencys network. Agencies often lacked effective
physical barriers to access, including locked doors, visitor screening, and effective use of access cards.
Inadequate access controls diminish the reliability of computerized data and increase the risk of unauthorized
disclosure, modification, and use. As a result, critical information held by the federal government is at
heightened risk of access by unauthorized persons - individuals who could obtain personal data ( such as
taxpayer information ) to perpetrate identity theft and commit financial crimes. Software change controls
ensure that only authorized and fully tested Software Change Controls Were software is placed in operation.
These controls, which also limit and Not Always in Place monitor access to powerful programs and sensitive
files associated with computer operations, are important in providing reasonable assurance that...
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